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By ExtremeTech Staff on November 9, 2005 at 6:26 pm This site may earn affiliate commissions from the links on this page. Terms of use. List price: $24.99 check pricesCompany: Wiley Publishing URL: www.wiley.comWhat’s Nice: 16 chapters of hacking goodness; easy and advanced tips and techniques for different types of users; contains the
words “hacking” and “Gmail.” What’s Naughty: Program code can be a bit intimidating to the unfamiliar.What’s the Deal: In the mood for a little hacking? Or perhaps some tips that can help you customize your Gmail account? Whatever your needs, you're likely to find them in one of 16 chapters this book has to offer. Hacking Gmail provides an
incredible amount of information for the Gmail user. At times, it can get very complex with advanced code; other times the casual user can easily tweak and customize their account. Here are some of the features the book has to offer:Eliminate default settings, customize the appearance, disable advertising, and take control over several Gmail
accounts.Use Gmail to back up files, create and manage blogs, and even create customized Gmail tools and hacks.Check Gmail without visiting the site.Use Gmail APIs in a variety of programming languages, such as Perl, Python, PHP, and others.Hack Gmail as a host for message boards and photo galleries.ExtremeTech readers have already caught a
glimpse of this nifty book. Previously, we ran excerpts that include Using Gmail To... and Gmail Power Tips. >>More Book Gifts This site may earn affiliate commissions from the links on this page. Terms of use. By Andrea Stein i password errata image by UBE from Fotolia.com A password can be a secret word, phrase or string of characters used to
gain access to secured data. An individual with no knowledge of a password may still determine it through password hacking. Password hacking, sometimes referred to as password cracking, is a method of recovering passwords from data transmitted by or stored on a computer. Password hacking can help a legitimate user retrieve a forgotten
password. System administrators may use password hacking as a preventive tactic, to check for easily hacked passwords in order to modify them for increased security. Unauthorized users hack passwords to gain access to a secure system. Guessing and brute force are two methods used to hack passwords. Individuals with knowledge of the password
owner’s personal information may guess at the password and choose possibilities based on that owner’s date of birth, pet, relative or other information. The brute force method involves attempting to input every possible password combination to retrieve a password. This is most effective if the hacker knows the password hash function, or algorithm,
or mathematical computation, used to encrypt, or code, password data. Our top pick is free to use across a range of operating systems on mobile and desktop. Image: Bitwarden Using a password manager is one of the best steps you can take to protect your security online. A good password manager makes it easy to generate unique, strong
passwords, and it will then securely save them so they’re available wherever you need them, whether that’s on your phone, laptop, tablet, or desktop computer. Basically, they take 90 percent of the work out of being safe online. Hopefully, at this point everyone knows why it’s important to use a unique password for all of your accounts online. But the
short version is that using one password everywhere means that if just one site you use gets hacked, an attacker potentially has the password that unlocks your entire online life. Breaches still matter if you use a password manager, but at that point it’s a case of resetting just one password rather than dozens. Although different password managers
have different selling points, most offer the same core set of features. They generate passwords which they securely store, and they’ll prompt you to save passwords when you use them on websites. They’ll also sync your passwords across devices and autofill them into websites and apps when required. There are many good password managers
available that charge a monthly fee, but for this guide we’re going to be focusing on free services. All of them have paid subscription tiers, but for most, the free tier offers the essential core features of a password manager. Our pick for the best for most people is Bitwarden. The best for most people: Bitwarden Bitwarden has basically everything you
could want out of a password manager. It’s available across iOS and Android; it has native desktop applications on Windows, macOS, and Linux; and it also integrates with every major browser including Chrome, Safari, Firefox, and Edge. Bitwarden’s security has also been audited by a third-party security company, and although it uses the cloud to
sync your passwords between devices, it says it stores them in an encrypted form that only you can unlock. You also have the option of protecting your Bitwarden account with two-factor authentication to provide an extra layer of security. Importing our passwords was easy, and Bitwarden has guides for many popular password managers in its
support pages. It supports biometric security on iOS and Android, and all of its software is nicely designed and easy to use. Bitwarden does have paid tiers, but we think most people will be able to do without most of the features they offer. Paying gets you access to encrypted file attachments, more second-factor security options, and reports on the
overall security of the passwords you have in use. But even on the free tier, you can perform checks to see if individual passwords have been leaked in a password breach. Paying also gets you access to a built-in one-time code generator for two-factor authentication, but it’s easy and arguably more secure to use a separate app for this. Verge Score: 9
Good stuff: Well-designed apps and browser extensions; third-party security audit Bad stuff: No bulk exposed password report with free tier; desktop prompt to save passwords a little small Runner-up As part of our research, we also tried a variety of other password managers. Of these, Zoho Vault is another feature-packed free option, but its
interface isn’t as good as Bitwarden’s. Zoho Vault Image: Zoho Zoho Vault’s iOS and Android apps are nice enough, but its browser extension is a little clunky and buries useful features like its password generator behind one too many sub menus. It’s also unclear if the software has gone through a third-party security audit; the company didn’t
respond to our query in time for publication. Verge Score: 7.5 Good stuff: Cleanly designed apps; reports on strength of passwords Bad stuff: Clunky browser extension; no native desktop apps Also-rans There were two other free password managers we felt weren’t up to Bitwarden and Zoho Vault’s standards. Norton Password Manager has the
advantage of coming from a well-known cybersecurity company. But we found the way it attempts to simplify its setup process actually makes things more confusing, and Norton’s support pages didn’t do a great job at helping us work out where we’d gone wrong. Norton tells us it regularly has third-party companies do penetration testing for its
software. We also gave LogMeOnce a try, but we weren’t reassured by the presence of ads in its smartphone app. It also asked for many more permissions than the other password managers we tried. The company says this is necessary to enable its Mugshot feature, which attempts to give you information about unauthorized attempts to access your
account, which is an optional feature. The company says it regularly hires third-party security researchers to test its products. Until recently, LastPass would have been included as a free password manager, but it’s making some changes Until recently, LastPass would have been included as a free password manager, but it’s making some changes to
its free tier on March 16th that mean it will be much less usable as a free password manager. After that date, free users will be able to view and manage passwords on just a single category of devices: mobile or computer. “Mobile” subscribers will have access to phones, tablets, and smartwatches, while “Computer” subscribers will be able to use the
service across PCs, Macs, and browser extensions. Given how most people switch between these two classes of devices on a daily basis, we think this will severely limit how useful LastPass’ free tier will be for most people. Our focus on simplicity also means we’ve excluded KeePass, an open-source password manager that mostly relies on third-party
apps on non-Windows platforms. (There is a separate page that links all the various downloads available, depending on your OS.) Forks of the software include KeePassX and KeePassXC, which offer official apps for more platforms. However, if you want to sync your passwords between devices, you have to use a third-party storage service such as
Dropbox or Google Drive, which adds complexity. Related Six free alternatives to the LastPass password manager Beyond the free options, there’s a huge array of paid password managers out there. Some of these have free tiers, but they’'re so restrictive that they’re effectively not usable as a day-to-day password manager. 1Password is perhaps the
most well-known paid option, but others include NordPass, RememBear, Passwarden, Dashlane, RoboForm, and Enpass, all of which limit their free versions in ways that we think make them unsuitable for long-term use. Finally, most modern internet browsers offer built-in password management features, but we think it’s worth taking the time to
store your passwords in a standalone service. It gives you more flexibility to switch platforms and browsers in the future, and password managers also generally have interfaces that are better suited to the task of storing passwords. To make things simpler for yourself, you might want to turn off the built-in password manager in your browser once
you've picked a standalone version to use, so you don’t run the risk of having passwords stored in two places at once. Update March 9th, 11:57AM ET: Updated with Norton’s confirmation of third-party pen testing and to add more details about KeePass.
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